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Getting Started Checklist

1. Uninstall any previous versions and backup any files you may have modified. (page 5)
Reboot the computer.

2. Install the software from the Dynamic Web Maps Server 3.0 Install.exe file and accept
the prompts. (page 6) Reboot the computer.

Launch the application and input the license code. (page 7)
Connect to the Warehouse Manager.mdb. (page 7)
Set up the Communications Settings and others as necessary. (page 8)

Create the “DWMS” user account. (page 9)

NS kW

Set up the user rights policies for the DWMS account (page 11 — Windows 2000; page 16
— Windows NT)

8. Set up the DWMS30 alias in the Default Web Site in IIS. Create the DWMS30 account,
change the Default file to Default.asp, and set the Anonymous Access to the DWMS user.
(page 17)

9. Create the various Related Information aliases in IIS for the various Atlases and set up
access for the DWMS User account. (page 21)

10. Set up the appropriate directory share permissions for the directories that the program
uses (if necessary). (page 23)

11. Check the server display property settings. (page 28)
12. Define a new location of temporary system files, if required. (page 28)

13. Set up the DWMS30 service to run Automatically and to log on through the DWMS user
account. (page 30)

14. Start the DWMS30 service. (page 31)

15. Check that everything is running at: “http://server [PorName/dwms30/default.asp”. (page
32)

16. Set up the web site and web pages to link to the various topics. (page 32)

Using this Manual

To install and set up Dynamic Web Maps Server, you already should have a good
understanding of the Windows NT/2000 Server operating system and web site management.
You will also need to know how to use the Dynamic Knowledgebase and therefore how to
register map layers, tabular data sets and set up web “Topics”. An understanding of
Microsoft Access and other database management systems is also important.

The manual is written to assist in the setting up and configuration of the Dynamic Web Map
Server and follows a sequential set of steps. It is highly recommended that the configuration
be done in this sequence.
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What is Dynamic Web Maps Server?

Dynamic Web Maps Server publishes data and information contained in the Topics in an
Atlas(es).

Dynamic Web Maps along with Dynamic Knowledgebase make it very easy for an
organization to integrate and publish spatial, tabular and document information on their web
site. Users accessing the organization’s information only need access to the web site from a
computer and a web browser. No plug-ins are required by the client on their machine.

Dynamic Web Maps Server provides on the web many of the functions that Dynamic Maps
provides on the desktop. As with using Dynamic Maps, the data must first be organized and
prepared with Dynamic Knowledgebase into a data warehouse/atlas and atlas topics.

Dynamic Web Maps Server enables users to access an atlas topic’s maps, tabular data sets and
associated metadata / descriptions along their associated data and information (documents,
pictures, etc.) via the Internet or Intranet as part of a web site.

The web site can be set up so that users are directed to specific topics, or the default Topic list
page can be used which shows the complete list of topics.

Dynamic Web Maps Server is a Windows NT / 2000 Server compliant application that runs
as a service on the organization’s NT / 2000 Server computer and handles all the client
requests that are received through Microsoft Internet Information Server for viewing the
maps, tabular data, documents and associated metadata.
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System Architecture

The following architecture diagram is helpful in illustrating the different components that
Dynamic Web Maps Server uses and how it fits into the overall Dynamic Atlas architecture.

Dynamic Atlas Architecture

Data Warehouses /
f WAN Atlases
ter] . + Spdtial data
Microsoft IIS . Tabular deta  ————p=p
Web Browser |.\ Web Site - Documents =11
, Warehouse ° Metadata =
-l ™4 | Dynamic A
NClients Web Maps f«H Dynamic e
Server Knowledgebase -
Dynamic Server ===
Maps 1\'/

Installing the Dynamic Web Maps Server

Before installing the server application, make sure that the following components are installed
on the server computer:

e Up-to date service packs and security patches for the operating system; and,

e Under NT, Option Pack 4.0, which installs M/S Internet Information Server 4.0+.

Uninstall First!

If you are installing a new version or re-installing Dynamic Web Maps Server program, first
remove the existing program from the computer. To uninstall the existing version, stop the
service first in Windows NT by selecting #Start =» Settings =» Control Panel, double-
clicking on the Services icon, selecting the “DWMS30” Service, and clicking the Stop button.
To stop the service in Windows 2000 Server, select #Start =» Programs =» Administration
=> Services. Select the DWMS30 service and click the Stop button.

There may be files that you want to keep and perhaps re-use, if for example, you made
changes to the user interface and you have new image files or web page files. Copy these into
a temporary directory prior to the uninstall so that they are available for use with the new
version of the software.

Once the service is stopped, go to Control Panel / Add Remove Programs and locate Dynamic
Web Maps Server in the list of programs. Select it, click “Remove” and accept all the
prompts.
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me

If the uninstall prompts whether you want to delete shared files, pick “no”.

There may be a message from the install program when it is finished that some files could not
be removed. This is probably because new or changed files were added to the program folder
after installation, so they were not “registered” during the initial install. If you are removing
all of the Dynamic Web Maps Server programs, these files — located in the {root:\Program
Files\Dynamic Atlas\Dynamic Web Maps Server 3.0} directory — can be removed manually
by selecting and deleting them.

e
r—.°

The uninstall will prompt to reboot the computer. Uninstall at a time that is
convenient to have the server taken offline for a few minutes.

Reboot the computer to complete the uninstall process.

Install Dynamic Web Maps Server
Choose a time to do the install and set up when the server can be off-line for several minutes.

There are a few times when the system will be down during the install and set up process.

Double-click on the file “Dynamic Web Maps Server 3.0 Install.exe” to install. Other
programs should not be running during the installation. Accept the defaults that are provided.
When the installation is complete, reboot the computer to properly register and activate the
system.

File Locations

The installation creates the following files on the server in the {operating system
drive}\Program Files\Dynamic Atlas\Dynamic Web Maps Server 3.0\ directory:

e Dynamic Web Maps Server 3.exe, the Server application,
e Various web pages used by the program,

e DWMS.ini, containing Server settings,

o  DWMSAdmin30.exe, the server administration tool,

e Dynamic Web Maps Server Environment.mdb, the Access database containing
environment settings for the databases it uses,

e SKEWMS.exe, the CGI communications handling application,
e An Icons folder containing the buttons used by the program interface,

e An Images folder containing the buttons and images used on various pages generated by
the software,

e A Webimages folder, containing the map images created by the system and served to
clients. These images are deleted regularly by the software, and

e The online help files, which are located in the \Help folder.
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Administration of the Dynamic Web Maps Server

Input the License Code

Start the Dynamic Web Maps Admin application from the #Start =» Programs =» Dynamic
Atlas menu group. The first time the software is run, it will ask for an “evaluation” or “full”
license key code. If you don’t have a key code, please contact SKE Inc. (Info@skeinc.com).
The program will not run without the license key code.

Locate the Warehouse Manager.mdb

The first time the application runs, it needs to connect to the Warehouse Manager.mdb, which
keeps track of all the warehouses/atlases. If the Warechouse Manager is located on another
computer, you will need to use network pathnames. Otherwise local pathnames can be used.

Dynamic Web Maps Administration Settings

{;" Dynamic Web Maps Administration =] =]

—Warehouze hanager

[r:\warehouze Managersiw arehouse Manager. mdb

Browsze |

— Communications
+ lse RBemote Host Mame  Server Name/address

 Use P Address ISKEDE|3

TER/IP Port |4[||:|1 Timeout [Seconds) IED

— Adminiztration

—duto-nitiaize——— ~ Emor Log
¥ Enable Auta-nitilize View Log | Llear Lag |
— Images

Auto-lnitialize Tirne:

1:01:01 &M Image Type: IJPEE -.-I

— Licenze

Set Time | Wiew License |

Update Settings | Fre-nitialize Senver | Cancel |

Communications Settings

IP Address/Host Name: Identify the IP address of the server hosting the Dynamic Web
Maps Server application. The server computer name can be used if the server does not have a
static IP.
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This IP address or server name is the same IP address or server name used when publishing a
warehouse to the web. Specifically in the Warehouse Maintenance form of Dynamic
Knowledgebase, use the same IP address or server name (see diagram below).

(Screen capture from Dynamic Knowledgebase)

Dynamic Knowledgebase - Warehouse Maintenance - IEllll
—Warehousze - Uganda Dema Atlas
W arehouze Mame; b4 Map Projection; b
Uganda Demo Atlas I Geographic j
M apping Coordinate Units: b
LI _'I IDec:irnaI Degrees
Fieference Elipsoid: k4

“Warehouze D escription:

7 | wis 84 =l

[ “Warehouze Pazsword:

LI r— Related Information:
Diw/M5 Server IP Address/Host Mame:

W arehougze Location: M ISKEUUS
[:4Data Atlaseshganda Demo Atlaztw arehouse ﬂ .
KB\ ganda Dema Atlas KB.mdb el
IUgandaHID|
Lozation | Ldd | Delete | Update | Help | Clear | LCancel |

TCP/IP Port: The default is 4001. You can select a different TCP/IP port for the Server to
communicate through to avoid conflicts in your network environment by typing the port
number in the TCP/IP Port window.

Timeout: A request for information from the Web Client to the Dynamic Web Maps Server
can be held up due to heavy traffic on the network or by having too many requests to the
Server in a short period of time. The Timeout setting indicates the maximum length of time
that you want a Web Client to wait for information before the request is cancelled by the
system. This value may have to be altered according to the traffic load on your network. The
value must be larger than 20 seconds and no larger than 120 seconds.

Images and Image Types

The server generates images that represent the spatial data being requested by the client. You
have the option of having the server create GIF or JPEG type images. JPEG’s are good for
reproducing image type data. GIF’s are better when the topics use primarily vector data.

Error Log

A log file of all the actions that Dynamic Web Maps Server undertakes (not just errors) is
maintained under the name “DWMS Error.log” in the {root}\Program Files\Dynamic Atlas
\Dynamic Web Maps Server 3.0 directory. The file should be cleared occasionally so that it
takes up less drive space on the server. To clear the log file click the Clear Log button.

Administration Settings

When information in the Warehouse Manager or the warehouse(s) that it manages has been
changed, the Dynamic Web Maps Server often must be re-initialized to recognize the
changes.
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A manual re-initialization can be requested at any time by clicking the Re-Initialize Server
button. This request will be passed to the Dynamic Web Maps Server and performed within a
minute of the request.

Another way to re-initialize the server is to stop and start the DynamicWebMaps Service (see
Setting up Windows NT/2000 Server Service for more details). Doing this ensures that the
re-initialization is immediate.

If the system is very busy or the warehouse information is changing regularly you may opt to
have the re-initialization performed daily at off peak times automatically. Click the Auto
Initialize checkbox on and click the Set Time button to select a time at which to perform the
re-initialization daily. Click the Update Settings button to complete the Settings change.

Depending on the speed of the server and the number and complexity of the Topics being
published, the re-initialization may take one or several minutes to complete

During re-initialization the maps are not produced the web maps server.

The “DWMS” Domain User Account

Note: the following instructions reflect the 2000 Server operating system. Some screens
and functions will be different in Windows N'T; however, they all have their
equivalencies.

By creating the “DWMS” domain user, you are setting up an appropriate Anonymous Access
account so that anyone using the site from the Internet / Intranet will be recognized as having
sufficient security privileges to access the data warchouses through the application. The
instructions shown below reflect a Windows 2000 Server environment in which the Server is
also set up as a Domain Controller. If your server is not a Domain Controller, the instructions
are similar, however, you will need to use a local account name for this machine.

Select #Start - Administrative Tools = Computer Management. Select Local Users and
Groups. The following similar screen should appear:
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E Computer Management

|J Action  Wiew “ o= | | |@

September 2002

=10l %]

MNarme

| Full Marmne

| Descripkion

Tree I

45 adminiskrator

Built-in account For administerir

Q Camputer Management (Local)
Elﬂ System Toals

@ Event Viewer

@ Syskem [nformation

ﬁ Performance Logs and Alerks
L] Shared Folders

EGuest

3 105k _sKEODS
3 1weam_skEDDs
lgNetShwﬂSew. a0
lgTsInI:ernEI:Llser

EI--@ Storage

‘(2] Disk Management
E Disk. Defragmenter
i--{=) Logical Drives
@ Removable Skorage
EEI--& Services and Applications

Internet Guest Account
Launch I13 Process Account
Windows Media servicesr...
TsInternetlser

Built-in account For guest acce:
Builk-in account For anonymmous
Built-in account For Internet In
Windows Media services run ur
This user account is used by Te

Create a New User

2 x|

Uzer name: ID'W'MS

Full name: ||

Description: ID_I,Inamic YWieb Maps Server Uzer Account
Pazswornd: I“”

Ixxxx

™| User must change password at nest logon

Canfirm pazzwaord:

¥ Uszer cannot change pazsword
W Pazsword never expires

[T Accourt i dizabled

Create I

Cloze

Create a New User called “DWMS”, and provide an appropriate Full Name, Description,
Password and Confirm Password. Set the Password so that it does not need to be changed
and so that it will not expire. REMEMBER THE PASSWORD - you will need to use it later
when you assign DWMS access privilege to various system components.

SKE

10




Dynamic Web Maps Server v3.0 Manual September 2002

Note: the name of the user, of course, does not have to be “DWMS”, however,
the rest of the instructions in the manual use the name is “DWMS”.

Make the user part of the Domain Users group if this is a Domain Controller server, or part of
the User group if this is a stand-alone server.

Gereral  Member OFf | Prafile I Diialif I

tember of;

Add... Hemove |

k. | Cancel | Amply |

Close Computer Management console.

Set User Rights Policies (Windows 2000)

Select #Start - Administrative Tools = Local Security Settings. Then select Local
Policies> User Rights Assignment

11
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[ LocalSecuritySettings =101
“ fAckion  Wiew |J (] -P|| ~ ||§ |

Tree I Policy  / | Local Setting | Effective Setting | -
@ Security Settings jputer From the net. . " 0 i .
E-C8 Account Policies F\ct as part of the operating system  SKEOO3\MetShowsSe...  SKEOO3\MetShowse...
EI@ Local Policies .|'-\|:|d workstations to domain
: @ Audit Policy Back up files and directories Backup Operators,.,,  Backup Operators,...
@ User Rights Assigr Bypass traverse checking Everyone,Users,Po...  Ewervone,lsers,Po...
@ Security Options Change the system time Power Users,admini...  Power Users,Admini...
(3 Public key Policies Create a pagefile Adrniniskrakors Adrrinistrakors

g TP Security Policies on Create a token object

Create permanent shared objects

Debug programs Adminiskrators Administrators
Deny access ko this computer from...

Deny logon as & batch job

Deny logon as a service

Deny logon locally
Enable computer and user account,,.
Force shutdown From a remaote sy, Sdminiskrators Administrators
Generate security audits
Increase quotas Adrinistrators Adrinistrators
Increase scheduling priority Adriniskrators Adrrinistrators o
Lgad and unload device drivers Adrminiskrators Administrators
Lgck pages in memaory
[@8]Lag on as a batch job SKEOOS\IUSR_SKED...  SKEOO3YIUSR_SKED,..
Log 0N as a service *3-1-5-21-6820033,., *5-1-5-21-6820033...
Log an locally SKEOQOHIUSR_SKED.,. SKEOOFIUSR_SKEOD...
Manage auditing and security lag Adriniskrators Adrrinistrators
ﬂ—l ﬂ [REIModiFy firmware environment values  Administrators Adrinistrators ﬂ

Select “Access this computer from the network” policy and Add the DWMS user.

Local Security Policy Setting d

. Access thiz computer from the network,

&)

Local Effective
BAgzigned To Falicy Setting Palicy Setting
SKEOO3%Administrator (=
SEEODIWUSR_SKEDDZ
Evemaone
| zers

Paower Users
Backup Operators

Administrators
SKEQOZNMWAR SKEQDS

SEEEEEERE
I0ddEEEAE

If damain-level policy zettings are defined, they overide local palicy settings.

] Cancel

Click the Add button to see a full list of user accounts.
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Lookin: [ 5kE00: =l

M amne | I Falder |i|

€ 5vSTEM

€ sdministrator SKEOO3

€ i SKEDD3 J
€ Gues SKEOO3

€ IUSR_SKEOD3 SKEDO3

€7 [wAM_SKEDD3 SKEDO3

€7 MetShowServices SKEOD3 x|

Add LCheck Mames

<< Type names zeparated by semicolons or chooze from st » >

] 4

Carnicel

p

Repeat this process for “Log on locally” and “Log on as a service” privileges.
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For Windows NT Server, the following are the sequence of steps to create a DWMS User
Account.

Select the User Manager for Domains from the

Start = Programs = Administrative Tools

(Common) > User Manager for Domains. You will see a screen that looks like the
following:

September 2002

i User Manager - TERRAFORMA1 [_ [O] x|
Uszer Wiew Policies Options Help
Username Full Name Description
!} Andrawh
£ Backup supervisar backup
€ Clif Cliftan Saulnier
£ Daver
€ Guest Built-in account for quest access to the computer/domain
€ IUSR_MAINSERVER Internet Guest Account Internet Server Anonymaous Access
€ IUSR_TESTER
£ MAM_MAINSERVER  Weh Application ManagerInternet ServerWeh Application Manager identity
€ Lynnr
£ darkh kark Bishop
£ Scatic
£ SDAIMS SDAIMS Internet User User setup to give IS access to Remote SDAIMSAB
€ Tester
£ Tester?
€ WebServer

|

Groups Description
st Account Operators Members can administer domain user and group accounts B

5 Administrators Members can fully administer the computer/darmain

A Backup Operatars kMembers can bypass file security to back up files
4# Domain Admins Designated administrators of the domain

Domain Guests All dormain guests

Gt Domain Users All domain users

& Guests Uzers granted guest access to the computer/domain e

5 MTS Trusted ImpersonatoMicrosoft Transaction Server trusted process identities.

& Print Operators Members can administer domain printers hd
From the “User” Menu options, choose the “Select Domain” option and select the domain on
which the Dynamic Web Maps Server is installed.

From the “User” Menu options, choose “New User” to create an Anonymous User for
Dynamic Web Maps Internet / Intranet access.
14
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Newlser |

Username: IDWMS Add

Full M ame: ID'W'MS Internet Access Uszer Cancel |
Description: ID'W'MS Intermet Access User Help |
Easswnrd: Ixxxxxxxx

Confim

Pazaword: I

[T User Must Change Password at Mext Logon
¥ User Cannot Change Password

W ‘Pazsword Mewver E xpires
[ Account Dizabled

¥ T =20k N

Groups Praofile Hours Logon To Account Dialin

September 2002

Create a New User called “DWMS”, and provide an appropriate Full Name, Description,
Password and Confirm Password. Set the Password so that it does not need to be changed
and so that it will not expire. REMEMBER THE PASSWORD - you will need to use it later

when you assign DWMS access privilege to various system components.

the rest of the instructions in the manual use the name is “DWMS”.

Note: the name of the user, of course, does not have to be “DWMS”, however,

Press the “Groups” button shown above and make the DWMS user part of the “Domain
Users” group (or “Users” if this is a local account) by selecting and adding or removing

memberships as necessary.

Group Memberzhips

Hzer:  DWMS [DWHMS Intemet Access Uszer) Ok

Caticel

Help

[ ok |
E=N
R

Member of: Mot member of:

Damain U zers

Adminiztrators
Backup Operators
Dlas

Diamain Adminz LI

(= C

< Add

EEmawe -

|
Lk

et Prirary Group:  Domain Wleers

Press OK to set the Users list. Press Add in the previous screen to actually add the user to the

domain. Press Close to exit New User form.
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Set User Rights Policy (Windows NT)

From the User Manager for Domains main menu, choose Policies and the User Rights. The
following form will appear:

Uszer Rights Pohcy |

Dramair: TERRAFORMMAT QK. |
Right: I.-’-'-.n::-:ess thiz computer fram netwark, j Cancel |
Grant To ﬂl

Adrministrators

OhS (DS Internet Access User)
Evernone

IUSR_MAIMSERYER [Internet Guest Account]
1 R |
I'witskd_MAINSERVER [w'eb Application Manager ac Bemove

[ Show Advanced User Rights

You first need to add the rights to the user to ”Access this computer from the network”. To
do this, click “Add” on the User Rights Policy form. On the Add Users and Groups form,
click Show Users. A complete list of users for the domain will be given. Select the
“DWMS” user from the list and click “Add”. Then click OK.

Add Users and Groups E

List Mames Frar: | £ TERRAFORMAT j
Hames:
€ sdministrator Built-in account for administering the cnr;l
€ Andrewh
ﬁ Backup supervisor backup
€ Daver
% Dk Internet Server Anonpmous Access J
5 DWMS DS ntermet Access DWMS Intemet dccess User
€ Guest Built-in account for guest access to the
ﬂ IUSR_MAIMSERVER [Intemet G Intermet Server Anonymous Access LI

Sl Show Hzens tEmers. . Search... |

Add Wames:
TERRAFORMATWDW RS ;I

k. I Cancel Help

You must also set the User Rights Policy to “Log on locally”.
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User Rights Policy

Damair: TERRAFORMA

aEk. |
Riight; I Log onlocally j Cancel |
Help |

Grant Ta:

Account Operatars

Administrators
Backup Operators

IUSR_MAIMSERVER [Intermet Guest Account)
1 R |
IwiM_MAINSERVER [Web Application Manager ¥] oo

[ Show Advanced Uzer Rights

As before, click Add on the User Rights Policy form. On the Add Users and Groups form,
click Show Users and select the “DWMS” user from the list. Click Add on that form and then
click OK. Then exit User Manager for Domains.

If you decide to include additional security options for the user, thoroughly test the web site to
make sure Dynamic Web Maps Server still runs as documented.

Setting Up the Server and Security

The “DWMS30” Alias in Internet Information Server

The DWMS30 alias will be created when Dynamic Web Maps Server is installed; however you
still need to set up its properties. The DWMS30 alias points to the directory containing the web
pages for Dynamic Web Maps Server. These files are located in the {root}:\Program
Files\Dynamic Atlas \Dynamic Web Maps Server 3.0 directory — where the “root” is a local
path not a network path.

In the Internet Information Services console ZStart = Programs = Administrative Tools =
Internet Information Services, select the Default Web Site, and right click on the DWMS30 alias
to select its “Properties”.

Properties of the “DWMS30” Alias
Look at the “DWMS30” alias’ properties by right-clicking on the alias and selecting
“Properties”.

Virtual Directory Tab

The settings on the Virtual Directory Tab should reflect those in the screen capture below.
The Application Name “DWMS30” may need to be created by clicking the “Create” button.
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DWMS30 Propetties d |

Yirtual Directary I Du:u:umentsl Dhirectarny Securityl HTTF Headersl Custom Erru:ursl
YWhen connecting ta thiz resource, the content should come from:
= A directom located on this computer

i~ & ghare located on another computer
" A redirection to a URL

Local Path: C:%Program FileshDynamic AtlashDynamic A Browse...

[ Script zource access i :

v Read [T Indey this resource
[ wirite

[ Directony browsing

Application Settingz

I

Application name:; IDWMSED Rerfove
Starting point: <Default ‘wWeb 5. S0 530

Configuration. .
Execute Permizsions: IScripts and Executables j
Application Protection; IMedium (Pooled) j [Irlzad

] I Canicel | Apply | Help |

September 2002

This may initially be
labeled “Create”. Press the
Create button to enable
application properties for
the DWMS30 virtual
directory.

Documents Tab

On the Documents tab, set the default document to “default.asp” and click on the “Enable

Default Document” indicator.

Directory Security Tab

From the Directory Security Tab, you need to set up the DWMS30 alias so that the DWMS

user account can access the directory.

Press Edit to start to set up the Anonymous access.

SKE
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DWMS30 Propetties lllll
=1

Yirtual Directary I Documents  Directary Security I HTTF Headers I Custom Errors I Press Edit to set up the
anonymous user account.

— Anonumous acces: and authentication control

Enable anonymous access and edit the gl

w authentication methads for thiz rezounce. B

i =5

— IFP addrezz and domain name restictions

[Erant or deny access to thiz resource wsing
|F addreszes ar intermet damain names.

Edt.. |

— Secure communications

Require secure commuhications and
enable client certificates when thiz
resource iz accessed.

Sernver Certificate. . |

Wiew Certificate... |

Edit.. |

] | Canicel | Amply | Help |

Authentication Methods x|

Mo uzer name/pazsword required to access this resource.

1. Press Edit so that you can then select the

Account used for anonymous access: EZ DWMS user account previously defined for
: the domain that has privileges to access the
Authenticated access Dynamic Web Maps Server web pages.
For the fallowing authentication methods, user name and pasaword an___
required when

- ghonymous access iz dizabled, or
- access iz restiicted using MTFS access control listz

[ Basic authentication [password is sent in clear text]

Select a default domain: Edit... |

[T | Digest authentication for Windows damain semvers

IV Integrated Windows authentication

(] I Cancel Help
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Anonymous User Accounkt

— &nonymous Uzer
Select the ‘Windows U zer Account used to access thiz computer when an
anonymous wger connects to thiz site.

Uzername: H LG HOOS D w5 — Browse... =

2. Press Browse to get a list
of all the domains and user
accounts.

[ allow 15 to control password

k. I Cancel Help

Select the DWMS user account created earlier.

i Select User

3. Click to select the domain
that the DWMS user was
defined on.

Lookin:  |=} HUGHOOS

Fazsword: Ixxxxxxxxxx ~ 

M ame

£ Administrator 4. Once you have selected the domain,

€ a list of domain users will appear.

£ Guest Select the “DWMS” account by

£l IUSR_HUGH clicking on its name, then click Add

£ Wik _HUG then OK. (You will need to know the 5. Once you have selected

“DWMS” as your
Anonymous User, turn off
the “Allow IIS to control
password” and enter the
account password (the
password you used when
you created the account).

ﬁ Tzlnternetl s

DWMS password) You are now
telling the system to use the DWMS
user account as the “Anonymous
User” login for the alias.

I amne;

Select OK to accept the settings and clear the various forms and return to the main IIS
console. At this point, the set up of the DWMS30 alias is complete and you should stop and
start the Default Web Site.
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Related Information Aliases

In order for the DWMS User to be able to access related information (any documents,
pictures, URLSs, etc. attached to any map features) that are stored in a registered data
warehouse, the warehouse related information folder must have a web alias associated with it.
An alias must be set-up for each warehouse related information folder whose contents will be
published on the web site. This can be done in Internet Information Server (1IS) as follows:

1. Start-up the Internet Service Manager for IIS.
2. Select the Default Web Site and right click to see a list of functions.

“Hir Microsoft Management Consale - [iis.msc - Console Root\Internet Information Server\* skeDD2\Default Web Site]

%y Console Window Help |
B=d B
|~ vien [ xfEm (8] e [ruds®
[ Consols oot Name [Fatn [Status | -
=2 Intemet Information Server 3] defauit.asp
£l i) " ske2 8] default him
#2) Default FTP Site 3] postinfo,himl
'@ Folheis  Expices il
. :D'i“ Tnonn] | Open FLES Clnetpubhissamples
Brawse MIN CAWINNTAS pstem32iinetsriisadmin
T CAWINNT Help
sna' p1S C\netpubhecripts
. op MPWD CAWINNT S ystem32inetsrisadmpd
ause

C:AProgram Files\Comman Fileshsystemimsade
tpubhHail

45D ocs dBADacuments

oaram Files\Dynamic Web RepottetServer
CAProgram Files¥1AS Dacstwick Pages

Tiask ¥
New window from here

B ricwebmaps  C\Program Files\Dynamic Knawledgewars\Dynamic Web
el HRI DAAMMAH Production Warehouse'Related Information
Propeies D\ SupsBild D.sts wiatshouss\Relatsd Infomation
- |ocatar C:AProgram Files\Dynamic KnowledgewareA\Diynamic Web
+ Soope Fane CAlnetPub izl MrShe

DBy sl D:\Fish Culture in OirtariobRelated Information

5 oEQR DUMoE Quartery Repons WarehouseRelated Intormation

(L1 caibin

(3 Delcan

CIDKL

I EEF

(Cimages

31 Jordan website

(1 MMaH Demo |l

1 MniSite

(1 MOEnwironment

(L Phone ook Service

(1 Reliefweb

(C1 Riyerson

() samples

[ whsits =

Mew Virtual Directory [

ghStar | (5 Contol Pared | (2 Explving - Skenet [ Microsoft Manageme. - @ aaarm

3. Select the New-Virtual Directory.
4. Enter the name of the alias.

Mew Yirtual Directory Wizard

—Welcome to the Mew Virtual Directory Wizard

Uze thiz wizard to create a new virtual directory on this
Wwieh Site.

Alias to be used to access virtual directony:

Example Felated Information Aliad

< Hack I Mext » I Cancel

21

Ly
It

SKE



Dynamic Web Maps Server v3.0 Manual September 2002

5. Identify the location of the warehouse related information folder.

E E New Yirtual Directory Wizard

—wielcome o the Mew Vitual Directony \wizard

Browsze For Folder

Select a directony:

l:l Afghaniztan 29 Provinces 'W'arehcnuse;l
{23 Dynamic 'web Report Database

(23 Dynamic 'web Feports db

{23 Fizh Culture in Ontario
&3 Jordan W arshouse
=23 Lebanon Warehouse

o I Libraries

D b ap Layers

ES} R =lated [nformation
23 Swstem Data Sets
L1 Warehouse KB

i - ¢ Back
ST Mark slinn
4| | >

Enter the physical path of the directory containing the
content pou want to publish:

[:MLebanon Warshouze' R elated Information

Browse... |

Cancel
Ok, | Cancel |
6. Accept the remaining defaults.
Note, the alias name set up in IIS must be also reflected in the Warehouse Maintenance form
in Dynamic Knowledgebase for the specific warchouse. Please refer to the Dynamic
Knowledgebase manual for more details.
(Screen capture from Dynamic Knowledgebase)
Dynamic Knowledgebase - Warehouse Maintenance - IEllll
—warehouse - Lebanon Warehouse
W arehouze Mame; b4 Map Projection; b
Lebanon W arehouse I Larrbert Conic Confarrmal j
M apping Coordinate Units: b
LI _'I IMelers
Fieference Elipsoid: k4

“Warehouze D escription:

7 | Clarke 1830 =l

[ “Warehouze Pazsword:

LI r— Related Information:
Diw/M5 Server IP Address/Host Mame:
W arehougze Location: M Is KEQO3

D:AD ata Stlazesilebanon Warehousehw arehouse - -
KE'\Lebanon warehouse KB.mdb J Weh flias

IE wample Related Information Alias

[

Lozation | Ldd | Delete | deatel Help | Clear | LCancel |

Set Up Directory Security for the Related Information Alias

Just as the “DWMS30” alias requires appropriate security set up on its directories and files, so
too does the alias for the related information. As with the “DWMS” alias, you need to
provide the “DWMS” account “Anonymous Access” privileges. See the section above for
screen captures and instructions on setting up the Directory Security for the alias. Once again,
use the “DWMS” user account to set up the alias’ “Anonymous Access” privileges.
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Directory Share Permissions

With users of Dynamic Web Maps accessing the web site and the data files through the
“DWMS” anonymous user account, appropriate share permission settings should be defined
for the directories being accessed.

Note, directory and file security is often within the management realm of the
organization. These instructions are provided to assist in setting up file / folder
security if needed and provide guidance on the minimum privileges required in
order for the system to work properly.

The following directories can have security settings applied to them for the “DWMS” user:

1. The C:\Program Files\Dynamic Atlas \Dynamic Web Maps Server 3.0 directory --
and its folders and files.

2. The Warehouse Manager directory and Warehouse Manager.mdb file.

3. The warehouse directory(s) -- and its folders (Libraries, Related Information, Map
Layers, System Data Sets, Warehouse KB) and their files. If there is more than one
warehouse, repeat for each.

Note: Dynamic Web Maps Server uses a lot of directories and files; however, you don’t have
to set the permissions individually. You will only need to set permissions at the root level for
these directories / files (i.e. set once for each of the above numbered items).

Step 1. Choose the Directory to Set Its Security

Using Windows Explorer, navigate to each of the three directories specified above: the
Dynamic Web Maps Server 3.0 directory; the Warehouse Manager directory; and, the
warehouse directory containing the warehouse folders and files one at a time and carry out the
list of instructions noted below. If there is more than one warehouse, repeat for each
warehouse directory.

Right-click your mouse on the directory name and then select “Properties” from the list of
options and the following form will appear:
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MoE Quarterly R eports Warehouse Properties Ed |

Generall “Web Sharingl Sharing Security |

— Permizsions

A “iew or set permission information on the
"‘*m zelected item(z]

— &uditing

iew or set auditing information on the
e i
b zelected item(z).

Auditing |

— Dwnership

A “iew or take ownership of the selected
EE[ item(z]

Ownership

k. Cancel

| £0pl

September 2002

Select the Security Tab of the Properties form. Click on the Permissions button to get the

Directory Permissions screen.

If you also have Dynamic Maps users accessing the warehouse directory,
please see the Dynamic Knowledgebase manual for help in setting appropriate
user access privileges for a specific Dynamic Maps user group.

Make sure the “Replace Permissions on Existing Files” is checked ON so that all the files in

and below the current folder have their permissions changed. Likewise make sure the

“Replace Permissions on Subdirectories” is checked ON so that all subdirectories under the

current folder have their permissions set.

Step 2. Add Privilege for DWMS User to Directory and Sub-folders / Files
To give the “DWMS” user “Change” permissions, click Add to get the following screen.
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Lookin:  |[=) 5kE003 =l

I arie: | Ith Folder | il
€7 SERVICE
€7 5YSTEM
€7 TERMINAL SERVER USER J
€ Administratar SKEOD3
€ [ SKEDOD3
€% Guest SKEOD3
€ IUSA_SKEOD3 SKEOO3 x|
Add Check Mames
SKED0\DWMS

k. Carnicel

p

Make sure the Domain selected at the top of the form is the domain on which the “DWMS”
anonymous user account is defined.

Select the “DWMS” user from the list. Set the Type of Access to “Change” for all three sets
of directories and click Add to add the “DWMS” user to the list. Press OK to now add the
DWMS user to the permissions list for the folder.

The final permissions set on the directories and files should look something like the screen

below — depending on the accounts your organization has set up to provide access. This is the
“minimum” configuration we recommend:
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Dynamic Wehb Maps Server 3.0 Properties |

Generall Wwieh Sharingl Sharing Security |

MName | Add
ﬁ Adrinistrator [SKEDD3NAdminiztratar]
€ DS [SKEOTIDWMS) ﬂl
€7 SvSTEM
Pemizzions: Al Deny
Full Control O
b ddify O
Fiead & Execute O
Lizt Folder Contents O
Read O
Wirite O

Advanced... |

u Allo inhernitable permizzions from parent to propagate to thiz

object
| k. I Cancel | Apply |

Dynamic Wehb Maps Server 3.0 Properties |

Generall Wwieh Sharingl Sharing Security |

Name | Add...
ﬁ Adrministrator [SKEOD3MAdminiztratar] -
€ DWwMS (SKEDDDWHS) ﬂl
€7 SvSTEM
Pemizzions: Al Deny
Full Control O O
Modify 4 O
Fiead & Execute O
Lizt Folder Contents O
Read O
Wirite O
Advanced... |
u Allo inhernitable permizzions from parent to propagate to thiz
object

| k. I Cancel Apply

SKE
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Directory Permizsions Ed |

Dhrechary: C:%Program Filez\Dynamic EnowledgewaresDynamic Web

Owner: Adriniztratars
[" Feplace Pemissions on Subdirectories
¥ Replace Permissions on Existing Files

Harme:

o fdministrators

DM 5
SYSTEM

Full Cantral [A01] (Al
Change [Rw=D] [RwxD]
Full Caontral (&) (&)

Type of Access: IFuII Cantrol

Cancel | Add..

=~

Bemove | Help |

Click OK to set the permissions.

If there is more than one warehouse, repeat for each assign Change privileges.

Setting Up the Server Display Property Settings

September 2002

The display property settings of the server will affect the output quality of the map images

generated by the server — specifically their colors and fill. You should set the Display

Property settings on the server to 65536 colors (High Color 16 Bit) or higher. Do this via the

Control Panel / Display / Settings Tab.

Defining a New Location of Temporary System Files (if required)

Some organizations may want to lock out any user account from accessing the WinNT system
directory. By default Dynamic Web Maps Server will use this folder for temporary database

connection files. To specify a different temporary folder, do the following:
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Windows NT Server:

System Properties |
StartupsS hutdown I Hardware Profiles | Izer Prafiles |
General I Perfarmance Enwiranrmert

System Y ariables:

Y ariable | W alue |:|

PROCESSOR_LE.. &
PROCESSOR_RE.. 0403
Temp CATemp

windi CAWINNT I

Uzer Y ariables for Administrator:

" ariable | Y alue |
TEMP CATEMP
THP CATEMP

W ariable: ITmp

Walue: II::"'.T mp

Set | Delete |

k. I Cancel | Apply

- Go to Control Panel

- Click on System

- Click on Environment Tab

- Select one of the existing System Variables (any one)

- At the bottom of the form type in the Variable name "Tmp"

- On the Value line type in the location of the folder, e.g., "C:\TMP"

- Click on the Set button
- Create another variable called "Temp" in the same way

September 2002

- Lastly, use Windows Explorer to create the actual temporary folders on the hard drive.
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Windows 2000 Server:

Environment ¥ariables ed

—User variables Faor Adminiskrakar

Wariable | Yalue
TEMP Ci\Documents and Settings)Administrat. ..
TP C\Documents and SetkingsiAdministrat, .
e, .. Edit... | Delete |

—Swstem variables

Variable | Yalue |i|

PROCESSOR_LE... ©
PROCESSOR _RE... 0404

CHWTNNTITEMP
TMF C W IMRTY TEMP
windir N TRMT -
Mew, ., | Edit... | Delete |

(04 I Zancel |

- Go to Control Panel

- Click on System

- Click on Advanced Tab

- Click on Environment Variables Button

- At the bottom of the form in the System variables area, click New or Edit buttons and type
in or change the Variable Name "Tmp"

- On the Value line type in/change the location of the folder, e.g., "C:\TMP"

- Click on the OK button

- Create / change another variable called "Temp"

- If necessary use Windows Explorer to create the actual temporary folders on the hard drive.
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Setting-up the Windows NT/2000 Server Service

The installation creates a new NT /2000 Service called “DWMS30”, that will automatically
run the Dynamic Web Maps Server for you when the machine is re-booted. The installation
creates the Service under the Local System Account and disables it initially. This allows you
to set the Service parameters appropriate for your location prior to starting the Service for the
first time.

Edit the Service using in Windows NT #Start =» Settings =» Control Panel, double-clicking
on the Services icon selecting the “DWMS30” Service and clicking the Startup button or in
Windows 2000 #Start = Programs = Administrative Tools = Services and right-clicking
on the DWMS30 service and selecting Properties. You will see the following form:

DWMS30 Propetties {Local Computer) d |

General | Log EInI Hecnver_l,ll Dependenciesl

Service name: D530

Display narme:; IDWM 530

Descriptiorn; I

Path to erecutable:
C: 4 IMHT S Syztem32hervany. exe

Startup tupe:

Semvice statuz:  Stopped

Sikark | Stop | Eauze Eezume

'ou can specify the start parameters that apply when vou start the zervice
from here.

Skart parametens; I

] I Canicel Apply

Set the Startup Type to Automatic to enable the Service to start up when the computer boots.
From the Log On tab, use the “DWMS” User Account you set up earlier. Select ‘This

Account’ and then browse to select the account from the list that appears. Make sure to type
in the actual account password and confirm it.
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DWMS30 Properties (Local Computer) 7] x|

General LogOn |Fiec1:nvery| Dependenciesl

Log on as:

"~ Local System account

™| Allow service to interact with deskiop

|.mwms Browse... |

Ixxxxxxxxxxxxxxx

Pazzword:

Confirm paszwaord:

Ixxxxxxxxxxxxxxx

Y'ou can enable or dizable thiz service for the hardware profiles listed below:

Hardware Profile | Service |
Undacked Prafile Enabled
Erctle | Disable |

k. I Cancel | Apply |

September 2002

When you click OK, the system will give you a message that indicates that the account has

been given log on right as a service.

Run Dynamic Web Maps Server for the First Time

Once all the steps outlined in Installing the Dynamic Web Maps Server have been

completed the Service can be started from the Services window. Click on the “DWMS30”
service to highlight it and click the Start icon. Once the Service Status indicates Started, you
can close the Services window. Dynamic Web Maps Server will automatically start whenever

the server is booted.
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Setting Up Dynamic Web Maps on Your Web Site

Defining the Topic Links

Normally, the Topics you publish support a “story” being told in your web site somewhere.
You would link from that web page to the Topic directly.

The system generates a unique URL for each Topic. This URL is used as the link from the
appropriate web page on the site. To determine what the URLSs for the various topics are,
there is a web page that the system generates with the complete Topic listing at: “http://server
IP orName/dwms30/default.asp”. This list provides links to all the topics as well as their
individual URLs. To see the topic and get its URL for use in your web page, launch the
Topic and then copy its URL.

The topic URL will look something like this:
http://IP_Address_or_server name/dwms30/Wias.asp?TopicID=1&WHID=14.

Launch a New Browser Each Time You Link

Make sure when you do the coding for the link to the Topic on your web page that you launch
a new browser whenever you link to a topic. To do so, include “target="_blank’” in the “a
href” code.

Changing the “Look and Feel” of Dynamic Web Maps

There are some elements of the look and feel of the software that can be changed and some
that can’t. In general, the “.asp” and “.htm” pages in the software can have some changes
made, however any updating to the web pages and .asp code to change the look of the frames
and pages should only be done by an experienced web developer

Always test changes in both Internet Explorer and Netscape browsers at both 1024x768 and
800x600 screen resolutions. Backup all original files before making changes to them.

All frames and pages can have their look modified except for the map frame (the frame in
which the map is generated). The look of this frame is controlled by an application, which
cannot be modified. Any changes to the map frame needs to be handled by SKE Inc.

Below are some instructions for modifying the look of the site:

Modifying the Default.asp and the Related Default_Atlas.htm and
DisplayTopicList.asp Files

On the web frame page that automatically lists all the Topics (Default.asp), there are two
distinct frames (there’s a third background frame as well called “filler.htm”). In general, the
use of this page is optional and will probably only be published by you if you are making
many changes to the Atlas(es) and want a place on the web site that keeps all the Topics listed
and up-to-date.

The “Default_Atlas.htm” frame provides an introductory “welcome” message that can easily

be modified to suit your organization’s needs. A couple of things to keep in mind prior to
modifying this frame page:
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- The size of the frame is limited programmatically in the default.asp code since in that
code the frame does not support scrollbars and its width is predetermined at 232
pixels. Therefore make sure any changes you make enable the entire frame to be
viewed in all browsers at 800x600 resolution.

- The frame contains a “Powered by SKE message” and a link to our web site. SKE
would appreciate it if that message and link were not removed.

The “DisplayTopicList.asp” frame page lists the available topics in each of the Atlases
published via the Warehouse Manager. Although things like font type, size, and colors can be
changed, SKE recommends that you not modify this frame’s coding. Please contact SKE Inc.
for support if changes are required.

Modifying the Wias.asp Frame Page and its Components: Header.htm
Frame, the EngToolbar.asp Frame and the SelectTopic.asp Frame

The “Wias.asp” file governs the size and placement of the various frames that are displayed
with the map. Changes to this page should be limited to changes such as modifying the frame
height or width. Contact SKE for support if substantive changes are required.

The “Header.htm” frame appears above the map function buttons (the EngToolbar.html file)
and the map frame. The Header.htm frame does not provide any system functionality
however, it can be used for a number of things — such as a place for banner advertisement, a
corporate logo, and/or a message. The Header.htm frame’s height is governed by the
WIAS.asp file. Make sure the height is properly set in the Wias.asp file to account for any
images used in the Header.htm file. Any significant changes to the height of the header.htm
should be tested in all browsers at various screen resolutions.

As a design consideration, try to keep any images used in the Header.hm less than 45 pixels
high.

The “EngToolbar.asp” frame page contains the code for all the function buttons and their
scripted calls to the server. Changes to this page can affect the system functionality. Please
contact SKE Inc. for support if changes are required.

The “SelectTopic.asp” page handles the map size function and lists the available map layers
in the topic. Changes to this page can affect the system functionality. Please contact SKE

Inc. for support if changes are required.

The map frame is generated by the system and no changes can be made to its look and feel.
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Checking Server Performance
You can get a running tally of the number of web requests received since the server was
started and the average time (in seconds) each request has taken to process by issuing the
following URL request:
http://<domain_for your web_sever>/dwms30/skewms.exe?cmd=WebServerStatistics
The server will display the following information:

MAP Server Statistics:

Total Requests Processed =3

Average Request Processing Time = 0.908 seconds

By reviewing the average time to process a request you can determine if your server can
handle the expected load before it starts to send ‘Server is Busy’ messages back to the clients.
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