Summary of WFP/EB.A/2008/6-F/1: Report of the Inspector General

Introduction: This report, covering 2006-2007, is the seventh report by the Inspector General to the Board. In accordance with amendments to the WFP General Regulations, future reports of the Inspector General to the Board will be presented annually. (par 2)

Strategy: The oversight strategy pursued during the biennium was designed to enhance WFP’s risk-management, control and governance by (i) contributing to policy and institutional development, (ii) providing independent assurance through internal audits and (iii) conducting independent inspections and investigations. This included proactive measures to reduce the risk of fraud, corruption and mismanagement, robust risk assessment, client focus and management consultation. The strategy was aligned with WFP’s Strategic Plan (2006–2009). Its development and execution took into account the Strategic Objectives, the Management Objectives and the risks and weaknesses identified in the Strategic Plan and the Management Plan. The activities were related to Management Objective 6. (par 3)

Quality Assurance: A quality assessment of the internal audit function was conducted in 2006. This found the Office of Internal Audit (OSDA) to “generally conform” (highest rating) to IIA standards and made 11 recommendations for improvements to OSDA and two to management. All the recommendations addressed to OSDA have been implemented. (par 13)

Stakeholder Assessment: The average rating for the Oversight Services Division (OSD) in its survey on stakeholders’ satisfaction was 4.3 out of 5, or satisfied. 
Overview of Oversight Rules: The internal audit function concluded that WFP was a medium-risk organization with moderate assurance of achieving its objectives in accordance with its policies, rules and regulations. (par 17)

In this respect, it was noted that WFP (i) worked in highly insecure and unstable environments, with risks to staff safety that limited its ability to monitor activities, (ii) was subject to inadequate reporting by cooperating partners, (iii) was implementing major and complex changes (iv) was subject to persistent challenges in emergency response (v) faced issues associated with resource mobilization and (vi) has no formally adopted internal control framework. (par 17)
In 2006–2007, 389 new complaints were recorded of which 139 were converted into cases. There was a significant decline in the number of cases in the categories of harassment, sexual harassment and abuse of power (HSHAP) and food diversion compared with 2004–2005, but there was an increase in cases of entitlement fraud and theft. (par 20)
Significant Management Challenges: 

Emergency Response: During 2006, the internal audit function reviewed WFP’s response to the earthquake in Pakistan. The Pakistan audit noted several strengths such as timely approval of operations, early release of funds, early assessment surveys, improved targeting, establishment of a United Nations Joint Logistics Centre (UNJLC) and assumption of the lead role in two clusters. It identified several continuing and new challenges, including: inadequate management structure for the emergency; inadequate commodity management and reporting systems; non-compliance with rules in some procurement transactions; absence of guidance in managing inter-agency support services; and shortcomings in the cluster approach. (par 22)
WFP’s emergency response was tested during the Lebanon crisis in July and August 2006, which was audited in 2007. OSDA found some recurring issues such as inadequate command and control structures, commodity management and reporting, and inter-agency processes. (par 24)
Operations and Programme Management: WFP’s Strategic Plan (2006–2009) indicated that WFP was still not able to provide robust and systematic evidence of results achieved. Monitoring and evaluation (M&E) of effectiveness requires further improvement. (par 25)
The security environments in which some of WFP’s important operations are carried out allow only very limited monitoring of its activities. This increased the risks of food diversion, resulting in the possibility of “actual beneficiaries” not being fed. There was also an absence of timely and accurate reporting by government and non-government cooperating partners who distributed food on WFP’s behalf. WFP did not have an integrated information system to facilitate management of all programme management processes. (par 28)
Financial Management and Reporting: WFP had a decentralized structure, with operations in 77 country offices, 6 regional bureaux and 12 liaison offices. Financial information was captured in WINGS. The Electronic Payment System (EPS) was introduced in 53 country offices and regional bureaux. In 2007, OSDA reviewed the implementation of IPSAS in WFP and made recommendations to ensure WFP’s compliance with IPSAS by the planned date. It also highlighted areas where further clarifications were needed in terms of interpreting the standards. (par 33-36)
Resource Mobilisation: WFP is a voluntarily funded organization. Raising resources to meet needs is a major management objective. The Strategic Plan (2006–2009) highlights WFP’s lack of funding as a significant risk and indicates that although WFP has begun to diversify its resource base, it remains financially dependent on resources from a relatively small number of donors. OSDA examined resource mobilization, external liaison and partnerships in one Headquarters audit and 12 field audits. The new private-sector fundraising strategy was approved by the Board in 2008. There were ten audit recommendations due for implementation of which three were high risk, two were medium risk and five low risk. (par 37)
Support Services: WFP’s Strategic Plan (2006–2009) identifies WFP’s staff capacity and retention in stressful work environments as a risk. Management Objective 2 of the Management Plan (2006–2007) is: “Be the employer of choice for competent staff committed to ending hunger.” OSDA reviewed recruitment, reassignment and promotion processes in an audit in 2006, which confirmed that WFP’s human resources (HR) processes remain high risk. The review indicated a need for: an approved HR strategic plan; an HR manual; improved timeliness in fielding staff at the outset of major emergencies; more transparency and consistency in hiring and promotion processes; compliance with performance evaluation timeframes; and early filling of critical staff vacancies. (par 42)
OSDA also reviewed the performance measurement and reporting processes and made several recommendations for improving them, including the establishment of a well defined performance measurement and reporting framework. (par 44)
Information Technology: The areas reviewed included EPS, the resource mobilization system, COMPAS, the Personnel Action System Portal (PASPort) HR system for local staff, and WINGS II development. (par 46)
OSDA reviewed the EPS at Headquarters and at four field offices. Following the investigation of financial fraud in ODJ, management worked on (i) enhanced controls related to EPS, including high availability of internet services and access to back-up at field offices, (ii) a detailed security checklist for field offices and (iii) implementation of a pre-format library. (par 47)

The audit found EPS to be a high-risk process that exhibited some of the weaknesses identified in the ODJ fraud, including: weak physical and logical security controls over EPS functions; lack of proper segregation of EPS networks: users could access other networks, servers, websites and systems in the field offices; insufficient control over creation of users and their access profiles; inadequate monitoring of EPS processes: EPS users did not verify transaction and system activity logs in EPS; and ineffective implementation of the pre-format library in some country offices and regional bureaux. Management reports that it has addressed the weaknesses and implemented changes in 31 percent of the recommendations made in the audits. (par 47)
There were 78 recommendations due for implementation during 2006–2007, of which 49 (63 percent) were implemented. (par 50)
Significant Investigations:
During 2006–2007, 139 new investigations were registered; 42 cases were carried over from 2004–2005. Of the 181 cases processed, 127 were closed. Of the cases registered during the biennium, 29 pertained to matters such as harassment, sexual harassment, abuse of power and entitlement fraud; 5 were related to sexual exploitation and abuse (SEA), and 67 to fraud and commodity losses. Some major cases are discussed below; Annex IV in the original document gives a summary of cases related to fraud and presumptive fraud reported to the External Auditor. (par 51)
Financial Fraud – Regional Bureau, Southern Africa: On 21 October 2005, OSDI was contacted by the ODJ Regional Director to request assistance in investigating a financial fraud of US$1.2 million. The Regional Director reported that a transport contractor had contacted ODJ concerning an unpaid invoice, which on preliminary investigation seemed to have been paid into the bank account of a vendor not registered with WFP. Further research showed that 12 payments had been made to this vendor, and that a finance assistant in ODJ owned the vendor. On investigation, OSDI determined that another US$3.3 million had been transferred to another vendor not registered with WFP; the company was owned by a national finance officer in ODJ. OSDI found two more payments totalling US$1.16 million to another vendor not registered with WFP, but owned by the same national finance officer. None of the three vendors had ever been awarded a contract by WFP, nor was there a record of a cession in favour of the vendors from a registered vendor. (par 52)
A review of financial management in ODJ revealed that its EPS was not linked automatically to WINGS. As a result, payment details were entered individually into the EPS by an “inputter” and released by two independent officers authorized to do so using their personal identification number (PIN) cards. OSDI issued 27 recommendations on internal controls and 10 concerning personnel action. Management has stated that 18 internal control recommendations and 7 personnel recommendations have been implemented; 8 internal control recommendations and 3 personnel recommendations are being implemented. (par 53-57) 

Unauthoirzed Gold Trading and Exporting – Democratic Republic of Congo: SDI received a written complaint against a staff member from a gold trader in the Democratic Republic of the Congo (DRC). It was alleged that the complainant had filed a case with the mining police to retrieve money owed by the staff member and his associate to the complainant as part of a gold-trading and exporting venture in late 2006. The investigation determined that the staff member had been involved in unauthorized gold trading and exporting with his alleged associate. WFP terminated the employment of the staff member. (par 58-59)
Commodity Loss – The Sudan: The Sudan country director requested OSDI assistance following the discovery by the country office that transporters had re-bagged 53 mt of WFP food valued at US$15,000 in Khartoum and 81 mt valued at US$23,000 in Nyala, and that bribery and attempted bribery of WFP staff had occurred. A transporter’s agent and a WFP staff member were arrested. (par 60)

OSDI findings suggested significant failures in logistics controls in responding to the Darfur emergency. These failures enabled transporters to breach contractual requirements by trans-shipping and making late deliveries. This loss of control at a higher level was reproduced at the area office level, where inaccurate COMPAS data prevented completion of even basic logistics measures such as stock reconciliations. This was a contributing factor to widespread substitution of WFP food by transporters and extensive losses by WFP. OSDI issued 46 recommendations, of which 42 (91 percent) have been implemented. (par 61-65)

Diversion of 1,348 mt of WFP Commodities – Tajikistan: A national staff member reported to the country office management in October 2006 that a significant amount of food had been diverted by a staff member during distribution in April/May 2006. The country office conducted an initial review that found evidence confirming the allegations. During this period, the staff member absented himself from duty without authorization. OSDI concluded that the diversion was instigated by the staff member and that he was assisted by another staff member who had prepared the false distribution reports at his request. As a result of the actions of the two staff members, WFP sustained a loss of US$590,051, including the value of 1,348 mt of food. OSDI also found that the same staff member had previously diverted 28 mt of food valued at US$11,197. (par 67-68)
OSDI further found that there had been insufficient supervision of the sub-office. To improve internal controls, OSDI recommended that WFP Tajikistan ensure that: approved food requests be shared at the central and local levels of government; the reconciliation between the distribution and dispatch reports carried out by the sub-office be reviewed at the country office level; and the logistics unit participate in distributions where there is no permanent WFP staff. OSDI made six recommendations, all of which have been implemented. (par 69-70)
Sexual Exploitation and Abuse – Liberia: On 5 May 2006, WFP was advised that a BBC reporter in Liberia had interviewed two beneficiaries who allegedly had been forced to grant sexual favours in return for food. OSDI found that in the case of the first beneficiary the evidence indicated that the perpetrator was most probably a staff member

of an NGO cooperating partner. In the case of the second beneficiary, the evidence indicated that the perpetrators had been drivers employed by companies contracted by WFP. In both cases, the women received money in exchange for sex. The women believed that if they had not consented to sex, they might not have received food. (par 72)
OSDI concluded that although there was insufficient evidence that a WFP employee had been involved, the women clearly believed that the individuals with whom they had had sex were WFP staff members. WFP therefore faces a risk to its reputation, not only for the conduct of its staff and the staff of its cooperating partners, but for all involved in the supply chain in the camps, including commercial drivers and others identified with WFP food. OSDI made 16 recommendations, of which 10 (63 percent) have been reported as implemented. (par 73-74)

Sexual Exploitation and Abuse: An international staff member advised that he had been accused of engaging in a relationship with a minor by officials of the government, and that he had paid the officials a bribe of US$1,500 to ignore the complaint. (par 75)

The OSDI investigation determined that there was evidence to substantiate that the staff member had had a sexual relationship with a minor who was also a beneficiary of WFP assistance. OSDI concluded that the staff member had breached the Secretary-General’s bulletin concerning sexual exploitation and that the staff member had left his post one day before his annual leave. OSDI considered him to be insubordinate in that he demonstrated an unwillingness to carry out prescribed. The staff member was summarily dismissed.  All six recommendations made were implemented. (par 76-77)
Violation of the WFP Whistleblower Protection Policy:  A staff member claimed that a disciplinary measure and other actions were taken against him as a result of his indulging in a protected activity. The staff member requested that the Inspector General investigate his complaint under the WFP Whistleblower Protection Policy. The investigation concluded that the evidence did not support the staff member’s claim The staff member was advised of the findings. (par 78-81)
Management Response:
Implementation of Recommendations: In 2005, OSDA put in place a system for monitoring the implementation of its recommendations. The table below demonstrates the ratio for 2006 – 2007: 
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Trends: Operations and programme management continued to attract the highest number of audit recommendations – 415 – due for implementation during the biennium 2006–2007 and the highest number of high-risk recommendations – 21. This is followed by the functional area of financial management and reporting, with 319 recommendations of which only two pertained to high-risk issues. These two functional areas attract 76 percent of observations (see Annex II), a result consistent with reporting in the previous biennium, and represent the largest functional areas of WFP. The fact that there were only four high-risk observations in financial management and reporting indicates that controls in the area of financial management have improved. (par 87)
Best Practices: OSD pioneered enterprise risk management (ERM) in WFP. OSD helped to develop the WFP Whistleblower Protection Policy, which was issued as an Executive Director’s circular in November 2006.  During 2006, OSD also initiated a continuous auditing and monitoring (CAM) system. 
Co-ordination with External Auditors and Other Oversight Entities: WFP reconstituted its Audit Committee (AC) in 2004 with three external and two internal members; one external member also chairs the committee. OSDA is a participant in the working group of the United Nations Development Group (UNDG) that deals with issues related to harmonizing auditing practices, developing strategies for auditing joint offices, multi-donor trust funds (MDTFs) and operations such as United Nations system responses to complex emergencies. The UNDG working group has produced a rating system for audit reports and has reached an understanding on the approach to auditing MDTFs. (par 97-101)
Preview of 2008: In view of the increase in OSD’s assurance and investigation work and of the level of resources available in the 2008–2009 biennium, there should be a reduction in activities such as advisory services and inspections. OSD would be ready to support management in developing policies and procedures to enhance governance; this could include support to develop and implement a corporate anti-fraud and corruption policy and framework. (par 102-103)
